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Hilo Consultants Ltd Privacy Policy
About this policy
Hilo Consultants Ltd is a small UK based consultancy business offering support for public and
community engagement in research. We offer practical and intellectual support around training,
strategy development, programme management and project delivery of public and community
engagement and participatory research. We are committed to practicing according to high ethical and
moral standards. Therefor, Hilo Consultants Ltd is committed to protecting and respecting your
privacy and will only work with other individuals and organisations that promise the same. We do not
yet have a website or social media account. This policy will be revised when we develop our online
presence.
This Policy sets out the basis on which any personal data collected from you, or provided by you, will
be processed. Please read the following carefully to understand our practices regarding your personal
data and how it will be treated.
Any subsequent reference to the Hilo Consultants Ltd in these terms shall include consultants
contracted by Hilo and other collaborators from time to time involved in specific projects. However,
unless expressly provided otherwise, the liability of Hilo Consultants Ltd contractors and collaborators
in connection with Hilo Consultants Ltd shall extend only to any loss or damage arising out of their
own acts and omissions.
In this document ‘we’, ‘us’, ‘our’ refers to ‘Hilo Consultants Ltd.’

A.

Privacy policy

We are committed to protecting the privacy and security of your personal information (‘personal
data’).
This together with any other documents referred to in it) describes how we collect and use your
personal data, in accordance with the General Data Protection Regulation (GDPR) and associated data
protection legislation.

B.

Who is using your personal data?

Hilo Consultants Ltd. is the “data controller" for the information that you provide to us. This means
that we decide how to use it and are responsible for looking after it in accordance with the GDPR.
Access to your personal data will be provided only to contracted staff or collaborators who need to
view it as part of their work in connection with the work of Hilo Consultants Ltd. It will also be shared
with the third parties described in Section G.
Please read the following carefully to understand our views and practices regarding your personal
data and how we will treat it. We may update this policy at any time.
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Glossary

Where we refer in this policy to your ‘personal data’, we mean any recorded information that is about
you and from which you can be identified. It does not include data where your identity has been
removed (anonymous data).
Where we refer to the ‘processing’ of your personal data, we mean anything that we do with that
information, including collection, use, storage, disclosure or retention.

D.

Types of data we collect about you

We will collect, store, and use the following categories of data:
Data that you give us through email or website submissions form when you submit your interest in a
project or service. You may give us data about you including:
•
•
•
•
•
•
•

Your name
Your organisation
Your email address
Your telephone number
Job category
Information relating to your professional practice
Submissions of content, which may include your work such as journal publications, artistic
content such as video and imagery.

We will not collect or process sensitive personal data or financial information

E.

When we collect your data

We will collect data about you when you contact Hilo Consultants Ltd through e-mail or otherwise or
subscribe to one of our services through our website such as mailing list to update you of our work
and may be that of others within the sector (yet to be developed and launched).

F.

How we use your data

We process your data for one or more of the following reasons:
To provide you with services, products and/or information you have requested of Hilo Consultants Ltd
such as training, project management and delivery and research, to or to enter information that you
have submitted into a database or selection process that you have consented to.
This processing is necessary to meet our contractual obligations to you or to take steps requested by
you prior to entering into a contract. Information processed for this purpose includes, but is not
limited to email address, name, location, job role.
We do this only where you have specifically indicated that you consent to receive such
communications or have agreed that your data be processed for a specific use. You can withdraw
your consent at any time by contacting us at HiloConsultantsLtd@gmail.org. In this event, we will stop
any processing as soon as we can. However, this will not affect the lawfulness of any processing
carried out before your withdrawal of consent.
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We will only use your data for the purposes for which we collected it, unless we reasonably consider
that we need to use it for another related reason and that reason is compatible with the original
purpose. If we need to use your data for an unrelated purpose, we will seek your consent to use it for
that new purpose.
Please note that we may process your data without your knowledge or consent, in compliance with
the above rules, where this is required or permitted by law.

G.

Sharing your data with third parties

We will treat any personal data as confidential, however, we may share your data with third parties
who provide services on our behalf such as marketing information platforms like Mailchimp, or with
collaborators on a specific project to which you have consented for your data to be submitted and
processed. All our third-party service providers or collaborators are required to comply with the
legislation required in the UK, EU and USA and to be EU-U.S Privacy Shield compliant. We do not allow
them to use your data for their own purposes. We permit them to process your data only for specified
purposes and in accordance with our instructions.
We may also share your personal data with third parties if we are under a duty to disclose or share
your personal data in order to comply with any legal obligation, or in order to enforce or apply our
site terms of use or to protect the rights, property or safety of our site, our users, and others.
Where your data is shared with third parties, we will seek to share the minimum amount necessary.

H.

Where we store or use your data

We may store data collected manually and stored in our locked UK premises or electronically in
password protected Microsoft Excel files or on a secure cloud storage service which has ISO 27001

ISO 27017 and ISO 27018 certification.
There may be occasions when we transfer your data outside the European Economic Area (EEA), for
example, when we communicate with you or third parties using a cloud based service provider that
operates outside the EEA such as Survey Monkey/Mail Chimp/Eventbrite etc. Such transfers will only
take place if one of the following applies:
•
•

•
•
•
•

the country receiving the data is considered by the EU to provide an adequate level of data
protection;
the organisation receiving the data is covered by an arrangement recognised by the EU as
providing an adequate standard of data protection e.g. transfers to companies that are
certified under the EU US Privacy Shield;
the transfer is governed by approved contractual clauses;
the transfer has your consent;
the transfer is necessary for the performance of a contract with you or to take steps
requested by you prior to entering into that contract; or
the transfer is necessary for the performance of a contract with another person, which is in
your interests.

Page 4 of 5
11/9/19
Unfortunately, the transmission of information via the Internet is not completely secure. Although we
will do our best to protect your personal data, we cannot guarantee the security of data transmitted
to the website and any transmission is at your own risk.

I.

How do we secure personal data?

To minimise the risk of unauthorised access to your data we will only share data when it is relevant to
do so and will restrict what personal information is shared within our team.
We will keep up to date back ups on a secure password protected cloud server and any data on digital
devises will also be password protected. Before the disposal of any old devises Hilo will ensure that
hard disks are wiped clean.
Hilo Consultation Ltd will endeavour to stay up to date with relevant policies and to ensure all third
parties are also aware of these. We will also manage third party risks through the use of contracts and
security reviews where we might have a concern.

J.

Retaining your data

We will only retain your data for as long as we need it to fulfil our purposes, including any relating to
legal, accounting, or reporting requirements.

K.

Your rights

Under certain circumstances, by law you have the right to:
•

Request access to your data (commonly known as a "subject access request"). This enables
you to receive a copy of your data and to check that we are lawfully processing it.

•

Request correction of your data. This enables you to ask us to correct any incomplete or
inaccurate information we hold about you.

•

Request erasure of your data. This enables you to ask us to delete or remove your data where
there is no good reason for us continuing to process it. You also have the right to ask us to
delete or remove your data where you have exercised your right to object to processing (see
below).

•

Object to processing of your data where we are relying on our legitimate interests (or those of
a third party) and there is something about your particular situation, which makes you want
to object to processing on this ground. [You also have the right to object where we are
processing your data for direct marketing purposes.]

•

Request the restriction of processing of your data. This enables you to ask us to suspend the
processing of your data, for example if you want us to establish its accuracy or the reason for
processing it.

•

Request the transfer of your data to another party.

Depending on the circumstances and the nature of your request it may not be possible for us to do
what you have asked, for example, where there is a statutory or contractual requirement for us to
process your data and it would not be possible to fulfil our legal obligations if we were to
stop. However, where you have consented to the processing (for example, where you have asked us
to contact you for marketing purposes) you can withdraw your consent at any time by emailing us at:
HiloConsultantsLtd@gmail.com. In this event, we will stop the processing as soon as we
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can. However, this will not affect the lawfulness of any processing carried out before your withdrawal
of consent and you may no longer be able to use the site in the same way as you did before.
If you want to exercise any of the rights described above or are dissatisfied with the way we have
used
your
information,
you
should
contact
the Data
Protection
Officer
at
HiloConsultantsLts@gmail.com. We will seek to deal with your request without undue delay, and in
any event in accordance with the requirements of the GDPR. Please note that we may keep a record
of your communications to help us resolve any issues, which you raise.
If you remain dissatisfied, you have the right to lodge a complaint with the Information
Commissioner’s Office at https://ico.org.uk/concerns/.

L.

Can I delete my data?

You can contact us at any time and request that we delete the personal information that we hold
and process. Email HiloConsultantsLtd@gmail.com and use the title DELETION. We will delete the
information we hold, keeping only a minimised version which we will use to ensure that we do
not contact you again in the future.

M.

Can I find out what personal information Hilo holds about me?

You can ask for a copy of the personal information that we hold about you and can have any
inaccuracies corrected.
If you would like to do this you can write to us at the address below. In order to confirm your
identity, you will need to provide copies of two forms of identification from the following:
driving licence, birth certificate, utility bill*, vehicle registration or bank statement*
* less than 3 months old
We will respond to you within 30 days of confirmation of your identity.
Subject Access Request
Hilo Consultants Ltd
Flat 3, 40 Goldstone Villas
Hove
BN33RS

N.

Changes to this policy

Any changes we may make to our privacy policy in the future will be made available on our website
(yet to be developed) or can be requested by emailing HiloConsultantsLtd@gmail.com. We
recommend that you check each time you submit personal information. The date of the most recent
version will appear at the top of the Privacy Policy.

O.

Contact

If you wish to raise any queries or concerns about this privacy policy please contact us
at: HiloConsultantsLtd@gmail.com

